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What were the biggest changes in health privacy law in 2016?

e Bill 119 passed making significant changes to PHIPA including (among other things):
o Updating the definition of “use” to include “view”
o Requiring that HICs:
=  Ensure that PHI is not collected without authority
= Include a statement in privacy breach notifications that individuals may complain to the IPC
= Notify the IPC of privacy breaches (under prescribed circumstances — which regulations have
not been published)
= Report disciplinary action resulting from privacy breaches to health regulatory Colleges
o Tweaking rules of how researchers may notify individuals of a privacy breach
Strengthening the relationship of responsibility between agents and HICs
Doubling the maximum fines for privacy offences from $50,000 to $100,000 for individuals and from
$250,000 to $500,000 for organizations
o Removing the requirement that prosecutions be commenced within six months of when the alleged
offence occurred
o Adding Part V.1, which when it comes into force, will establish the framework for a provincial
electronic health record and how consent directives, access requests and other interactions will be
managed

For an unofficial blacklined version of PHIPA based on Bill 119 changes see DDO Health Law document

e |PCissued 19 new decisions in 2016 - see attached summary
e |PC updated its practice tips on:
o Ransomware
o Communicating Personal Health Information by Email.
o Sharing information with Children’s Aid Societies
o Cloud Computing
o
o

Instant Messaging and personal Email Accounts
De-identification Guidelines for Structured Data
o Video surveillance
e We saw a significant increase in privacy litigation cases and more class actions
e Some clinicians lost their jobs or were disciplined by their College and some received fines over snooping into

health records. Want to read more?
o Nurse suspended in North Bay

o Nurse suspended in Peterborough

o Physician suspended in Sault Ste. Marie

o Hospital workers convicted and fined in Toronto

o Hospital workers convicted and fined in Scarborough

e Hospitals in the US and Canada were targeted by hackers for ransom
o Hollywood Presbyterian Medical Center
o Norfolk General Hospital
o Ottawa Hospital

e Privacy and security issues arose with respect to “wearables” and implanted medical devices


http://ddohealthlaw.com/app/uploads/2016/04/Proposed-Changes-to-PHIPA-through-Bill-119-Blacklined-Not-Official-Version-2016.pdf
https://www.ipc.on.ca/wp-content/uploads/2016/08/2016-07-07-1678_Ransomware_fact_sheet.pdf
https://www.ipc.on.ca/wp-content/uploads/2016/09/Health-Fact-Sheet-Communicating-PHI-by-Email-FINAL.pdf
https://www.ipc.on.ca/wp-content/uploads/Resources/7798OPACYMyths-Booklayout-Web.pdf
https://www.ipc.on.ca/wp-content/uploads/2016/08/Thinking-About-Clouds-1.pdf
https://www.ipc.on.ca/wp-content/uploads/2016/08/Instant-Messaging.pdf
https://www.ipc.on.ca/wp-content/uploads/2016/08/Deidentification-Guidelines-for-Structured-Data.pdf
https://www.ipc.on.ca/wp-content/uploads/2016/11/2016-00-09-video-surveillance.pdf
https://www.thestar.com/news/gta/2016/05/12/north-bay-nurse-snooped-into-5800-patients-confidential-records.html
http://www.thepeterboroughexaminer.com/2016/04/29/snooping-nurse-suspended-by-ontario-college-of-nurses-for-privacy-breach-involving-patient-records
http://www.saultstar.com/2016/07/04/dr-douglas-brookss-certificate-of-registration-suspended-for-5-months-slapped-with-5000-fine-faces-other-conditions
https://www.thestar.com/news/gta/2016/05/06/hospital-workers-convicted-for-snooping-into-rob-fords-personal-health-files.html
http://www.durhamregion.com/news-story/6821100-rouge-valley-hospital-snoopers-receive-fines-community-service-for-massive-criminal-scheme-/
http://www.cbc.ca/news/technology/hollywood-hospital-hack-ransomware-trends-1.3462062
http://www.cbc.ca/news/technology/norfolk-general-hospital-hack-1.3504229
http://news.nationalpost.com/news/canada/ottawa-hospital-hit-with-ransomware-information-on-four-computers-locked-down

